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Scenario Corrente

Cyber spazio e
Terrorismo

Cyber Terrorismo

Analisi Rischi




Scenario Corrente

Terrorismo, € allerta globale
« Terrorismo, € allerta globale nelle principali
capitali e metropoli.

Parigi, Istanbul, Jakarta ed , Ouagadougou
(Burkina Faso), terrorismo minaccia globale.

Analisti temono possibili attentati anche in
luoghi di scarso interesse, attacco alla
quotidianita.

Tecnologia assume un ruolo cruciale per la
moderna minaccia terrorismo.

« |l cyber spazio, un nuovo ambito di confronto
per una minaccia che non conosce confini.

« Attacchi di Lupi solitari nel Cyberspace



Scenario Corrente

Media e Terrorismo

“Terrorist attacks are often carefully choreographed to attract the atffention
of the electfronic media and the international press. Terrorism is aimed at
the people watching, not at the actual victims. Terrorism is a theater”.
(Brian Jenkins, International Terrorism — A new kind of Warfare 1974)



https://www.rand.org/content/dam/rand/pubs/papers/2008/P5261.pdf

Scenario Corrente

Chi sono i terroristi in rete — Non Solo ISIS

Hamas (the Islamic Resistance Movement), the Lebanese Hizbollah (Party of
God), the Egyptian Al-Gama'a al Islamiyya (Islamic Group, IG), the Popular
Front for the Liberation of Palestine (PLFP), the Palestinian Islamic Jihad, the
Peruvian Tupak-Amaru (MRTA) and ‘The Shining Path’ (Sendero Luminoso),
the Kahane Lives movement, the Basque ETA movement, the Real IRA
(RIRA), Supreme Truth (Aum Shinrikyo), the Colombian National Liberation
Army (ELN-Colombia), the Liberation Tigers of Tamil Eelam (LTTE), the Armed
Revolutionary Forces of Colombia (FARC), the Popular Democratic
Liberation Front Party in Turkey (DHKP/C), the Kurdish Workers' Party (PKK),
the Zapatista National Liberation Army (ELNZ), the Japanese Red Army
(JRA), the Islamic Movement of Uzbekistan (IMU), the Mujahedin, the
Chechens, Pakistan-based Lashkar-e-Taiba and Al-Qaeda.



Dal cyberspace alle nostre case

R Presenza Terrorista In Refe

i
|

Nel 1998: 12 siti web terroristici

/ <3 &\ Nel 2003: 2.650 siti web terroristici
f + Nel mese di settembre 2015:

T a4 9.800 siti terroristici

Aumento della presenza di siti nel Deep Web

Slide del Prof. Gabriel Weimann - 06 Nov 15



Cyberspazio e
Terrorismo

Quali vantaggi?

Semplice accesso Scarso controllo

Anonimato

Interattivo

Raggiungere istantaneamente grandi masse

Economico



Cyberspazio e
Terrorismo

Quali Utilizzie

Cybercaliphate « Propaganda

« Guerra psicologica

» Recluftamento e mobilitazione

 Laraccolta di fondi

« Data Mining, raccolta di informazioni

« Comunicazioni Cifrate

« Aftacchiinformatici

« Distribuzione di software (e.g. mobile
app)

« Acquisto falsi documenti

« Training




Propaganda in
Rete

Social media e propaganda

YouTube, Twitter e Facebook, un’'opzione cruciale per le attivita di

propaganda.
« Utilizzo di immagini ad alto impatto emotivo.

~ AT AR c ~

i = « Raggiunge anche persone non Arabe ed e

22 /PR yang facilmente fruibile ai giovani.

ST T il TOUDMLY e o « Contenuti di facile disseminazione (easy sharing
'f K== attraverso e-mail, messaging app mobileapps)
B | |

=TT
ot -
- A ‘\‘ -
! g :} : ‘amnur.

=




Propaganda in 10
Rete

Social media e propaganda

_—
————4
—D ] / —
_-""‘ —
Video production Upload compressed final Create pages on anonymous
Murder a E'{mal"' Export the camera's and editing using video file to playback sites  text hosting services like
and r;:cnr WIEh  Video file to a computer.  Hollywood-caliber like YouTube and free JustPaste.it with links
an HD camera. software. file hosting services from step 4.

like MediaFire /)

B g

Post links to the full release Tweet video and urge ISIS

package to the ISIS web supporters to retweet one

farum, and begin tweeting. anather, using backup
accounts when suspended.

Western journalists/analysts
following 1515/their supporters CNN coverage
notice tweets, download video.

http://gawker.com/how-isis-makes-its-blood-sausage-1683769387



http://gawker.com/how-isis-makes-its-blood-sausage-1683769387
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Narrowcasting

Materiale formazione

« |l narrowcasting, ovvero la trasmissione ristretta di contenuti a
specifiche tipologie di utenti.

 Preoccupa diffusione mirata di contenuti ad adolescenti attraverso:

v Siti Web stile fumetti che
2 ) ‘ . iInneggiano alla Jihad
qg;&:gpggg = : cnuwnurv v Video Animazioni

\ BLACK OPS / Compu.l.er “g(]meS”
v Online Quiz
v Infografiche




Narrowcasting

Mariale formazione

ISIS — Infografica di propaganda
per i sostenitori.

A made up story which has no basis
and i shared with no source of
proof. it's source is they told us and
we told them. and the story 15 mod
ifed even more every time it's shared

Abu Hurairah said: The Prophet peace be upon him said:

"It is enough for a man to prove himself a liar when
he goes on narrating whatever he hears”

[Muslim]

Distortion of a person or a group of Muslims
Demoralization of the Muslims in times of hardship
Dividing the Muslims and making problems between them

Not knowing whether to believe or disbeleive the news

No more trust between the people and the government
and the soldiers and the leaders

Causing massive loss to a person or a group of Muslims

Checking and making sure of the news before spreading it o

Leaving the general stuff to the leaders and Amirs 9

Leaving the general news to the officail sources

& 2
Leaving the non-officail sources o F'ght

Talking with what's important only e

To leave what is non of his bussines e

Thinking good of Muslims 0

What you think is good and hurry to
spread it, it might turn into sadness
when the opposite of it happenes

When you received it with your
tongues and said with your
mouths that of whach you had no
knowledge and thought it was
insignificant while it was, in the
sight of Alish | tremandous
{&n-Nur 15]

And when there comes 10 them
information about {public] securi-
1y o fese thay apesad it acaind
But i they had refevred it back to
the Messenger or 10 those of au-
thority amonyg them, then the
ones who fcan] deaw correct con-
clusions from it would have
known about it And if nat for the
favor of Allah upon you snd 1 lis
mercy, you would have followed
Satan, except for a fow

|83 An-Nisa}

RUINMORS

0 you who have believed, if there
comes 16 you a discbediont one
with information, investigate, lest
you harm & people ot of igno-
rance and become, cver what
you have done, regretful

16 A1 dujurat]

& How
Do We

fessenger of allah PEUL said

is from the excellonce of (a believ-
or's) kskam that he should shun
that which is of no concern to

him
{Sunnan 1bn baajeh]

Rumors

And the prophet PBUH has made clear for us the punishment of the
rumor maker in a Bukhari kadith, Samura bin Jundub said: Last night
two persons came to me {in a dream) and woke me up and said to me,
Proceed... So we proceeded and came 1o a man lying flat on his back
and another man ding over hug head wath an iron hook, and behold,
he would put the hook i one side of the man’s mouth and tear off that
side of his face to the back (of the neck) and similarly tear his nose
from fromt 1o back and his eye from front to back. Then he turmed to the
other side of the man’s face and dud just as he had done with the other
side. He hardly completed this side when the other side retumed 10
normal s1ate. Then he retumed 10 it to repeat what he had done bef
Then the prophet PBUH soid the cause of the Punishment

he is the symbol of the man who goes out of his house in the
morning and tells so many lies that it spreads all over the world




Social media

Materiale formazione

Tweets parlano islamica di Stato - Aggiornamento (Feb.2015)

Country lanuary February % increase Absolute increase

EGYPT 38213 184588 483% us3s | *  Arabia Saudita ed Egitto

UNITED ARAB EMIRATES 12 219 45 651 374% 33 432 . .

ISRAEL 4 848 17 668 364% 12 820 FGQISTFOHO mGgglor

JORDAN 5457 19 118 350% 13 661 o

MICRONESIA, FEDERATED STATES OF 11 318 38 998 345% 27 680 mcremen’ro, segnole

ERITREA 9648 30556  317% 20908 dell’'interessamento all’lS

PALESTINIAN TERRITORY 11020 33 860 307% 22 B4D :

GEORGIA 2113 6 488 307% 4375 ne” ared

TUNISIA 2701 8018 29T% 5317

OMAN 3256 9119 280% 5 863

MALTA 3420 8301 243% 4 881 0.9 o
[

MOROCCO 2058 4 858 236% 2 800 1 it 1

BAHRAIN 12 789 29953 234% 17 164 .med.lo per OTTIVITO dl

YEMEN 6122 13 749 225% 7627 |n‘|'e|||gence

SAUDI ARABIA 160 505 328 752 205% 168 247

UNITED STATES 7615 14 994 197% 7379

IRAQ 22 452 39 030 174% 16 578

UNITED KINGDOM 13 764 21981 160% s217 | * PSYOPS

LEBANON 18 613 28 483 153% 9870

SYRIAN ARAB REPUBLIC 9591 13 954 145% 4 363

KUWAIT 54 927 63 167 115% 8 240

QATAR 32 871 18 587 57% -14 284

GUINEA-BISSAU 25 441 8734 4% -16 707

Source Recorderd Future - https://www.recordedfuture.com/isis-twitter-growth/



https://www.recordedfuture.com/isis-twitter-growth/
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Share with v

Print Burn

New folder

Training

Materiale formazione

Description

Spy Landlin
) e Teleph
e Phone Recorder
= 70 hours of tole

Phone recording
Per gigabyte A

-A utmmhc.\ll_\ records your
telephone conversations, These
conversations are storeq internally

 Manuali per utilizzo sicuro social
media e mezzi comunicazioni
e o Materiale di propaganda (e.g.

-Works in any country worldwide
including 3G. It will immobilize cel]

Enciclopedia della Jihad)

when using the 18 watt model and

e e Manuali per la preparazioni Armi (i.e.
| Digital Spy Hidden Pen Camera Armi ChimiChe, Bom be)

S(E,l;‘[:;?m[l)r\i"ii\\Rccnrdcr, ° IS-I-rUZioni per erlmen_l_l ed Tecnlche dl
memnﬁ’ for up to 1hrs real time
recnrdihg, Record for over 3 hours

on single charge, Built-‘in ) -I-O r-I- U rG .
microphone, Normal size pen with . .
« Tecniche di addestramento

handwriting function

¢ Principles
[ > N rinciy
tion Of Security An Intellige
e Compuiati f




Raccolta di
informazioni

Raccolta informazioni su obiettivi

Iinternet
availability of information

SLORRLS@S

- » | CAMERA
sy ) Ste
. > : - g;\gﬁrlue{ e Gaulle
A '?‘\ -

o " | APBLICE CAR
/ ) \.\‘,“" B
ELECTRICAL FENGE *,‘4‘

'© 2005 Y..l.‘-‘lx\n{ .t\ N ’

Raccolta informazioni su
obiettivi

Analisi fonti aperte
Ricognizione passiva per
attacchi

Disponibilita di Mappe,

iImmagini e molto altro (e.g.

Google Maps, Immagini da
worldc.am, etc.)

15


http://worldc.am/

Raccolta di
informazioni

Raccolta informazioni su obiettivi

T /A

AN ENisa—ng
1

Enter any venue in Lyon, France
For example a restaurant, bar, park, building etc.

Interpol
Interpol ¥

Stazione di polizia

200 Quai Charles de Gaulle
69006 Lione Rodano-Alpi
Francia

Tweet this page

Post it to Facebook

Lyon, France

i
e e

& 2

(£} %

VelE

= g
(St b =
3 82076 Google, |, Termini & condizioni

f~{") Etienne Penin (@etienneperrin)

Déjeuner chez Interpol.
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Comunicazioni
Cifrate

Comunicazioni Cifrate

Mujahideen Secrets - Al-Qaeda (2007)

Ekhlaas Net

_—
?'\' Encrypt Message

ecipient

MOJA HEDEEN SECRETS

e Anti-Symmetnce Keys

eladll 52264210 = ( [Tope | Uzes 1D [Kez 1D [Length [Crestion |
: Encrypt File \ T Pw CAA3a CAEPaI-0EBE CAAISC 26591484 2048  04,01/2008

Paste From Clipboard Clear \—) Pub/Priv | testkey CEABAG28 | 2048 1/29/2008

1639 dlll da>y3 6Kl 3L R ) A
Sgn / Veuily Aemote User [Public Key) Kcy 1

[CEEE5CaEpai OFERE CaAIa0 [26591484 &7 Cloa Koy
Messaging )
Local User [Prrvate Key) Key 1D
l?
Keys Manager ) [testicas [Ceeas2s &7 Oeat Koy
Encrypt
File Sheeddes ) trac Cipher Algosith Stealthy Ciphes
WM nmmzssm S) [ Activote Steadiy Ciphes
AOLjwK4VKGES4qCgcMGORND#nL1 e B T e
YaNv610yDIKvXPSZUM+
\A—) Patix l \Docurmmnts ard Selngs' \piere esklop\tesifie tx T > Select ?

Copy Message To Clear

CliDbOﬂ'd € xnt ' I Skeed Owt Oagnal Fie I Sign Encrypted Fie

Commgeession: -71.4% Cpher: Twolish, Key soe: 256

» Tashfeer al-Jawwal, applicazione mobile sviluppata dal gruppo Global
Islamic Media Front (GIMF) e rilasciata nel Seftembre 2013.

« Asrar al-Ghurabaa, programma per la cifratura delle informazioni sviluppato
dal gruppo Islamic State of Iraq and Al-Sham e rilasciata nel Nov. 2013.

« Amn al-Mujahid, software sviluppato dal gruppo Al-
Fajr TechnicalCommittee nel December 2013.

17



Comunicazioni
Cifrate

Ancora mobile (2015)
Nasher App August (2015)
Amaq Agency Android app 2016
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- Reviews © Ada Roview

andll slya asyll @by dalysll ddlnia @6 galaall Gaaks (gal jla.
g4l Guugyll

7,576

cailag @alall @uye 35 glisll ddlaial Guslmilitudl Jgaal Gulall i
aml aylill duneill (e

Gruppi su Telegram

a % @z;.y_.,gn‘u,m.,.;u

45K members.

s cay @l 6381 Allg Olgia g il diysa O Gulall Ll 8alc)
L i

: PR b A n. oy Aoy diuasll gugiall JAsall "aiasll juall” 218 Bslc) - asyll
T e g bl Slannd |gbagasl il] prolgannily dlasll 0 530 % sugl chndll slya 3us
Bl 70 gdolealliach ls 6 89 yesilybels ot 4 X UL JLLS (JSuiny

a Telegram
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wiaveyl Ll 3L o <

9 G el - 3a0

callazll cilyilia aijes Of re1 B)USH d1ali @i paAll aaus - 6giL)

8
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Acquisto
Documenti Falsi

Documenti contraffatti

BLUBRLEOIS
SECURITY R 5

s b s | . - b et & oy

[N g te

Internet ldentity theft

- —-— ~ p—

P

¥ Order | Contocts ]

Country ::'.‘r.,':,; [ e | ;: ot 4 XD | ;";;r:i\zzri:g’llc-n-.
Auntralioa | 0o Euro| 700 éuqo } 700 Eure | (iOOEuro |
Berigiuarm 200 turo || GO0 Burc GOO Luro | 700 Curo |
Brazil | 400 Euro | - - | - |
Canada | 600 Euro || 700 Euro 700 Euro | 800 Euro |
Ireslarct | 500 Eure || 600 Eure || 600 Eure | 700 Eure |
Itaslion B50O Puro | GNO Duro GNO Curo THO Duro
Finland | 500 Euro || 600 Euro GO0 Euro 700 Euro
France | 600 Euro | 700 Euro 700 Euro | 800 Euro
Ciasrrmiary | 600 Eure || 700 Eure || 700 Eure | 800 Eure
Nothoriands GOO Huro || 700 turce 700 turo | HOO Turo
Poland | 500 Euro | GO0 Euro GO0 Euro | 700 Euro
Portugal | 500 Eure || 600 Euro 600 Euro | 700 Euro
Spain | 550 Eure || 650 Eure 650 Eure 750 Euro
Switreriand G5O tureo || 7%0 turae | 750 Curo | H%0 Duro
Sweden | 550 Euro || 650 Euro | 650 Euro 750 Euro
%mm 650 BEuro ' 750 Buro 7%0 Buro B%0 Euro
(WEVN | 700 Eure || 800 Eure || 800 Eure | VOO Eure
For som T reo tw I official
B ——
L L T
——rvbe | P lce TOr e s |
Documents duplicating | extra 100 Euro |
mnmmp- affixion | Tl cx'.rn 25 ,110 Euvo ]

Priceas on .p-.c."e mlc.. Tie proaductng T vl o For countrias
"o e, o g T el GTthers Sshowia e
Dimcrsmmmd wWith our DT ator s m-v 5 “OI.N..




Deep Web & Dark
Web

20

Negli abissi della rete Internet

Condizioni di pseudo anonimato offrono un ambiente ideale per

varie attivitd come:
 Propaganda

« Acquisto Armi (Fenomeno
circoscritto a Lupi solitari)
i « Datirelativia Carte di credito
R s s rubate
« Documenti contraffatti
@ rre=rd  *  Propaganda e Recruiting
« Download di Mobile Apps
usate per comunicazioni
sicure
« Acquisto di codici malevoli
« Raccolta di fondi (¢9)
« Doxing




Olire la rete

Componente tecnologica predominante

Lo Stato Islamico ha un gruppo R&D dove prepara missili €

bombe hi-tech

sky Sky News

|
IS has found a way to reuse old jet missiles. Watch a full,

exclusive report at trib.al/AdzVnnC

1 « 123103 W3

N J

Sky Sky News
s

Watch the full report at t

« 9 v

.

Why are Islamic State us wg mann ec,L n their car bombs?
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Cyber Terrorism

Il terrorismo informatico

“The Islamic State is the first extremist group that has a credible
offensive cyber capability,” said F-Secure Chief Research

Officer Hyppdnen, speaking last week at the Wall Street Journal’s
WSJDLive conference in Laguna Beach, Calif. “Clearly, this situation
isn't getting better. It's getting worse.”

 ['uso dello strumento informatico per sabotare infrastrutture
critiche nazionali.

« Hacking di sistemi contenenti informazioni sensibili.

« Possibilita di destabilizzare contesto politico attraverso cyber
attacchi di difficile atfribuzione.


https://www.ted.com/speakers/mikko_hypponen
http://recode.net/2015/10/20/cybersecurity-expert-mikko-hyppnen-worries-about-extremists-with-computers/

Cyber Terrorism

Quali vantaggi?

e Bassiinvestimenti

« Fase organizzativa pivu semplice e
difficiimente individuabile

« Possibilita di creare ingenti danni al pari
attacco terroristico fradizionale

« Differenti ripercussioni attacco informatico
(e.g. politico, economico, sociale,
tecnologico).

» Rischi connessi a militarizzazione del cyber
Spazio e reverse engineering di cyber
weapons




Cyber Terrorism

Hacking and Intelligence

ISIS offers desi hackers $10,000 a job:
Terror group contacts 30,000 people on

« |’'ISIS sta cercando di infiltrare le social media in bid to steal government data

By SHASHANK SHEKHAR

C Om Un ifd di h OCker In dian e . PUBLISHED: 20:40 GMT, 25 January 2016 | UPDATED: 20:41 GMT, 25 January 2016

. Offertifino a $10.000 per hack oi  FIEEE £ BRI ES =[5 1.3 -

ISIS is luring Indian hackers with top dollar to hack into government websites and steal sensitive

.1_ . 1_. . e
SI I govern O Iv" Hackers are also being asked to identify and create a database of potential recruits from Twitter and
Facebook
° In fensa O ffivifd di propago n do fFrg::tTwcehr;j;g)kinaghcicnﬁigtr’r\;li)t;l(ijnblﬁdﬁs_idegsggsrdssa;ﬁ $10.000. This is by far the most lucrative offer
]
nell’areaq.

« Olfre 30000 individui in contatto
con membiri dell’organizzazione
in Siria ed Iraq.

« 12 Arresti e 94 siti bloccati
dall’infelligence locale.

0
D) 1
@ ©
g 1
e 1
0
3
©




Analisi Rischi The Global Risks Report 2016 11th
it schl Edition — World Economic Forum

Figure 1: The Global Risks Landscape 2016

Failure of climate-change

mitigation and adaptation
Wespons of mass destruction Energy price shock Water crises | _ ’
(’ Large-scale involuntary
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http://www3.weforum.org/docs/GRR/WEF_GRR16.pdf

Analisi Rischi

Rischi fortemente connessi:

Un cyber attacco terroristico

potrebbe avere ripercussioni

di natura:

Aftacchi informatici «——

Attacchi terroristici <

Geopolitica
Economica

Tecnologica
L ¢

Man-made environmental

The Global Risks Report 2016 11th
Edition — World Economic Forum

’ Natural catastrophes.

Biodiversity loss and ‘
ecosystem collapse

e Food crises
® ®

a3 Spread of nfectious iseases
Extreme weather events _~ .

catastrophes

i Water crises
Failure of climate-change
mitigation and adaptation

Failure of critical

infrastructure '

Failure of urban planning

\ Profound social instability

. SN . s

! State collapse or crisis \ Large-scale '
SO CI Ole Critical information \ \ involuntary migration
nfrastructure breakdown \
/ ‘ ) \ &

/

Ambientale /

Unmanageabie inflation
Adverse consequences of \ /
lechnological advances >

&

> Failure of national governance
Interstate confiict O

\ Fiscal crises =
55 Asset bubble /’
‘ /
v //
Weapons of mass destruction Unemployment or
underemployment

Terrorist attacks licit trads



http://www3.weforum.org/docs/GRR/WEF_GRR16.pdf

ve tendenze

All against all

« Possibili cyber attacchi di cellule
isolate

» Disclosure di informazioni
sensibili

« Cyber-terrorism su larga scala

conftro insfrastrutture critiche

* “Narrowcasting” (Trasmissione

ristretta di informazioni)



About me

About Pierluigi Paganini:

Pierluigi Paganini is Chief Information Security Officer at Bit4ld, firm leader in
identity management, member of the ENISA (European Union Agency for
Network and Information Security) Threat Landscape Stakeholder Group, he
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at EC Council in London. The passion for writing and a strong belief that
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blog "Security Affairs" named a Top National Security Resource for US.
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contributor for some major publications in the cyber security field such as
Cyber War Zone, ICTTF, Infosec Island, Infosec Institute, The Hacker News
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Author of the Books "The Deep Dark Web" and “Digital Virtual Currency

and Bitcoin”, coming soon the new book "Spy attack”
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ppa@bit4id.com
3 -
www.bit4id.com ﬁ. * e

Founder Security Affairs o air-s||||] J ¥ Security Agency
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pierluigi.paganini@securityaffairs.co



https://www.enisa.europa.eu/
http://www.cyberdefensemagazine.com/
http://securityaffairs.co/wordpress
http://www.amazon.com/The-Deep-Dark-Web-hidden/dp/1480177598
http://www.amazon.com/Digital-Virtual-Currency-Bitcoins-Financial/dp/1481905953/

Thank you



